CYBER SECURITY HEALTH CHECK

Cyber security has become a core business issue and increasingly
businesses are keen to understand their current cyber security exposure.
Our Cyber Security Health Check is designed to root out cyber issues
within your business and provide detailed recommendations to ensure
that cyber security is resilient and robust. This protects brand and
reputation, and enables value creation.
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BUILT ON EXPERIENCE
Our consultants have worked
extensively in industries that have
invested heavily in cyber security
and leverage thier skills and
experience to secure your business

ASSESSING YOUR ORGANISATION FROM THE INSIDE OUT

Using a combination of business risk analysis and structured control
assessment, our consultants explore your entire network, verifying that
the correct security and technical controls are in place to prevent, detect
and respond to a cyber-attack. Going beyond technology, we also assess
your organisational structure and resourcing model to determine if it is
ﬁt for purpose, and verify that your processes are robust and repeatable.
CYBER RISK MITIGATION

Once we have rigorously assessed your security controls, we translate
our ﬁndings into a business risk report that is easy for the Board and
Senior Leadership Team to understand. As an example, we will rate
your business’s exposure to a personal data breach and the resultant
reputational and financial impacts. Together with these ﬁndings we
present clear, implementable recommendations for cyber business risk
mitigation.
OPTIONAL ADDITIONAL COMPONENTS

TECHNICAL
TESTING

SDLC
REVIEWS

ROADMAP
DEVELOPMENT

SUPPLY CHAIN
ASSESSMENT

BUSINESS RISK DRIVEN
By acutely focusing on the
speciﬁc risks your organisation
faces, we ensure that cyber
security spend is both targeted
and effective

TAILORED TO YOUR
BUSINESS
We tailor our Health Check
to your business, ensuring we
identify cyber business risk
wherever it exists, be that in the
cloud, on prem or at home with
remote workers
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?

CYBER SECURITY HEALTH CHECK

WHAT

•
•
•
•
•

In depth cyber risk assessment
Organisational & governance review
Cloud, network and IT systems rigorously assessed
Comprehensive in-depth report
Full set of tactical & strategic recommendations

HOW

•
•
•
•

Delivered by consultants with 10+ years cyber experience
Business first engagement with Leadership Team – CEO, CFO etc.
Workshops with inhouse and/or outsourced IT
Reviews of technical documentation

• Targeted vulnerability scans
• Delivery within 10 – 15 days

WHY

•
•
•
•
•

Validate your existing cyber security posture
Understand your cyber business risk
Identify critical improvements
Inform your cyber security strategy & roadmap
Enable the Leadership Team & Board to make cyber investment decisions

IS THIS SERVICE RIGHT FOR YOU?
•
•
•
•
•

You want to gain detailed insight into cyber business risk in your organisation
You want to determine if current cyber investment is sufficient and delivering results
You want to target cyber investment to where it is most effective in reducing risk
You want to provide the Board with risk information so they can make cyber risk management decisions
You want to develop a strategic response to cyber security threats such as ransomware and hacking

ABOUT NICOLSON BRAY

Nicolson Bray is a boutique cyber security consultancy specialising in cyber security strategy, risk
management, architecture, and engineering. Founded in 2012, Nicolson Bray consists of trusted
professionals with expert knowledge in technical cyber security, infrastructure protection and cyber security
policy and governance. We assist our clients in shaping cyber security strategies and protecting their business
from cyber security threat.
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